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3. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 
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noted below. Failure to timely comply will result in ABANDONMENT of this application. 
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Paper No./Mail Date . 
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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the 
changes and/or additions be unacceptable to applicant, an amendment may be 
filed as provided by 37 CFR 1 .312. To ensure consideration of such an 
amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone 
interview with Grant Pollock on 21 August 2005. 

Status of Claims 

2. The Application has been amended as follows- 

In claim 1, in lines 9, 13, and 22, replace "token(s)" with "tokens". 

In claim 1, line 19, replace "transmitting the data and the at least one 
tokens from the sender computer" with "transmitting the data and at least one of 
the N tokens from the sender computer". 

In claim 1 , line 21 , replace "comparing the N token(s) transmitted from the 
sender computer" with "comparing the at least one of the N tokens transmitted 
from the sender computer". 

In claim 1, line 23 replace "transmission(s)" with "transmissions". 
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In claim 12, line 4, replace "similar checksum algorithm" with "equivalent 
checksum algorithm". 

In claim 14, in lines 8, 11, and 18, replace "token(s)" with "tokens". 

In claim 16, line 4, replace "a similar algorithm" with "an equivalent 
algorithm". 

In claim 22, line 1, replace "the method set forth in claim 23, wherein the" 
with "the method set forth in claim 14, wherein the". 

In claim 23, lines .9, 12, and 22, replace "token(s)" with "tokens" 

In claim 23, line 19, replace "transmitting the data and the at least one 
tokens from the sender computer" with "transmitting the data and at least one of 
the N tokens from the sender computer". 

In claim 23, line 21 , replace "comparing the N token(s) transmitted from 
the sender computer" with "comparing the at least one of the N tokens 
transmitted from the sender computer". 

3. Claims 1-17, 19, 20, 22, and 23 have been examined. 

4. Claims 1-17, 19, 20, 22, and 23 have been allowed. 



Reasons for Allowance 
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5. The present invention is directed to a method for authenticating data 

transferred between a sender and receiver. Message authentication is old and 
well-known. For example, digital signatures allow a message recipient to 
determine whether the message has been altered, while encryption ensures that 
only an intended recipient can access the message ("Applied Cryptography, 
Schneier, pages 28-33, 35, 38 and 39). The instant invention is directed to a 
method for authenticating messages by transmitting from a sender to a receiver 
N tokens, where N is a positive integer (i.e. N=1. 2, 3, ...etc.) and each token is a 
unique identifier . When the sender sends a message to the receiver, the sender 
transmits the message and at least one of the tokens therefore, when the 
receiver receives the message the receiver compares the received token or 
tokens to one or more transmissions for determining message authenticity . 
Unkenholz (US 4,429,180) discloses "one-time pads" for generating or selecting 
encryption keys where the pads are either transferred from one party to the next 
or are generated simultaneously by each party ('180, abstract; column 1, lines 
10-38). Walker et al. (US 6,163,771) teach a system for issuing single-use credit 
card numbers and Cohen (US 6,422,462) teach single-use cards that are 
periodically distributed to a user ('462, column/line 3/55-4/1 1) and monitored for 
re-usage ('462, column/line 5/65-6/3). However, Applicant's method is 
distinguished from the prior art singly or in combination, as a user of a one-time 
pad would have no need for sending a key along with a message as both parties 
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already have the pad. Similarly, in Pickett (US 6,012,144), a user does not 
resend its token as the "Slice computer" already has it as is evidenced by the 
ability of the computer to present the token to the user ('144, figures 4 and 5; 
column 6, lines 22-45). Further, in order to read on the present invention, the 
card issuers of Walker et al. and Cohen, would have to send a block of cards to a 
user, then resend at least one of the block of cards, in order to allow the user to 
authenticate the card issuer. However, this teaches away from the clear 
teachings of Walker et al. and Cohen where the card numbers are used by the 
issuer to authenticate user transactions ('462, column/line 5/65-6/3; 771, figure 
13). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Walker et al. teach single-use credit card numbers 

• Cohen teaches customizable credit card 

• Unkenholz discloses one-time pads 

• Watanabe et al. teach one-time pads 
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• "PC Dynamics Windows Security System 08/05/96", Newsbytes 
News Network, disclose tokens for authenticating the identity of a 
user 

7. Any comments considered necessary by Applicant must be submitted no 
later that the payment of the issue fee and, to avoid processing delays, should 
preferably accompany the issue fee. Such submissions should be clearly labeled 
"Comments on Statement of Reasons for Allowance." 

8. Any inquiry concerning this communication or earlier communications from 
the Examiner should be directed to Calvin Loyd Hewitt II whose telephone 
number is (571) 272-6709. The Examiner can normally be reached on Monday- 
Friday from 8:30 AM-5:00 PM. 

If attempts to reach the Examiner by telephone are unsuccessful, the 
Examiner's supervisor, James P. Trammell, can be reached at (571) 272-6712. 
Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

c/o Technology Center 2100 

Washington, D.C. 20231 

or faxed to: 
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(571 ) 273-8300 (for formal communications intended for entry and 
after-final communications), 

(571 ) 273-6709 (for informal or draft communications, please label 




